MopaejupoBaHue, ONTUMU3ANUSA U HHGOPMALHOHHbIE TEXHOJIOTMH. 2019
Hayunbiii skypHaua, Tom 7, Ne 1 http://moit.vivt.ru/

YIK 004.94 doi: 10.26102/2310-6018/2019.24.1.004

B. A. Munaes, M. II. Csrues, JI. C. Kynukos, E. B. Baiin
MOJEJHUPOBAHUE NPOTUBOJIEMCTBUS
JAECTPYKTUBHOMY BJIUSAHUIO
B COLHUAJIBHBIX CETAX
DI'BOY BO “Mockoseckuti 20cyoapcmeeH bl MexHUYecKull YHUugepcumem
um. H. 3. baymana” (Mockea, Poccus)

B nocneonee Oecamunemue 8 COYUANbHBIX CeMAX CYWECMBEHHO  YCUIULACH
0esAmenbHOCIb KAK CO CMOPOHbL 3APYOedCHbIX YEeHMPO8, MAK U CO CMOPOHbL PA3IUUHBIX
2PYNN  GIUAHUL 6HYMPU CMPAHbI NO OP2AHU3AYUU OeCMPYKMUBHBIX B030eUcCmeull Ha
poccutickoe 00wWecmso u e20 COYUAIbHbIE 2PYNNblL, OCOOEHHO MOJOOEMNCHbIe, C YENblo
oecmabunuzayuy  HYMpPUNOIUMUYECKOLl, COYUATLHO-IKOHOMUYECKOU U KPUMUHOLEHHOU
obcmanosku. Umenno nosmomy 6 Jlokmpune ungpopmayuonnou 6esonacnocmu Poccutickoti
Dedepayuu  ungopmayuonHo-ncuxorocuyeckue 6ozoeticmsusi (UIIB) nassamvt 8axcuvimu
He2amueHuIMU (DAKMOPAMYU, GIUSIOWUMU HA COCMOsAHUE UHGOPMAYUOHHOU 6e30nacHOCmuU
(Ub). B omou ceasu co3oanue Mmooeneli  NPOMUBOOEUCMBUSL — 0eCMPYKMUBHBIM
unpopmayuonnvim 8o30eiicmeusm ([UB) manunyismuenoco xapakmepa 8 COYUATbHBIX
cemsx, OYeHKa U NPOSHO3UPOBAHUE UX BIUAHUSA HA COYUAIbHble 2PYNNbl 8bICIYRAIOM HA
COBPEMEHHOM dmane aKmyaibHbIMU Ynpasienyeckumu 3aoadamu. Paccmompena cucmemmo-
OuHamMuyeckas mooenv uHgopmayuonnoco npomugoodevicmeus [UB 6 coyuanvuvix cemsx.
ObocHosano ee npumenerue 0. yeiel npomueooetcmaus UHGOPMAYUOHHOMY MePPOPUIMY,
IKCmpemuzmy u Opyeum OecmpyKMUSHbIM B030eUCMBUAM HA COBPEMEHHOEe O00Wecmao
nocpeocmeom UHGOpMayuoHuvlx cemetl. Jlano onucanue Mmooenu 8 6ude NOMOKOBbIX
ouazpamm 8  0003HaUeHuUsx  cucmemHou  OuHamuku.  Ilpusedenvr  cucmembi
ouppepenyuanvhvix ypasnenuil. [Iposedenvl umumayuortvie IKCHEPUMEHMbL C MOOESIMU C
npumenenuem nepcnekmuerol niamgopmol Anylogic. Moodenu nozeonsiom ocyujecmeniams
npoernos JIUB ¢ yuemom haxmopa npomusooeiucmeusi 6 COYUAIbHbIX Cemsix, npouspbléanms
PAazuyHble CYeHapuu OUHAMUKU YKAZAHHBIX 83AUMOCBA3AHHBIX NPOYECCO8.

KiroueBbie cjaoBa: UMUTAIIIOHHOE MOJIeTHPOBaHHE, JECTPYKTUBHOE
nH()OPMAIIMOHHOE BO3/ICHCTBHE, TPOTUBOICHCTBHE, YIIPABICHHUE, COIUATIbHAS CCTh.

BBenenue

B HoBoii J[loktpuHe wuH(popmanumonHoi Oe3omacHoctu Poccuiickoit
Oenepanuu [1] ykaspiBaeTcsi Ha pacUIMpeHUE MacIITabOB MCIOIb30BaHUS
CHeuaIbHBIMU 3apYOEKHBIMH CIIyKOaMH MH(POPMALIMOHHO-TICUXO0JIOTUYECKOTO
BO3/CICTBHsI, HANpPaBJIEHHOTO Ha JEeCTAOMJIM3alMI0 BHYTPUIIOJIUTUYECKOM,
COLMAJIbHO-DKOHOMUYECKOM ¥ KPUMHUHOI'C€HHOM CHUTyallUM B Pas3JIM4HbIX
peruoHax Mupa M IPUBOIAILIETO K IMOAPBIBY CYBEPEHHMTETA W HAPYILICHUIO
TEPPUTOPUAIBHOW LEJIOCTHOCTH TOCYAApCTB, B IEPBYK OYepelb, BKIIOYAsS
Poccutro. HanpaBiieHHOE Ha pa3MbIBaHHWE TPAJIUIMOHHBIX POCCUMCKUX TYXOBHO-
HpPAaBCTBEHHbIX  HeHHocted, JMB  opueHTMpoBaHO HAa ~ MEXaHU3MBI
MH(GOPMALIMOHHOTO  BO3JCHCTBUS HA  WHIUBUIYaJbHOE, TPYNIOBOE H
0OIIIECTBEHHOE CO3HAHHUE B COLMAIBHBIX ceTAX. HarHeTas MeXHallMOHAIBHYIO U
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COLMAJIbHYIO HANPSKEHHOCTD, Pa3’KUrasi STHUYECKYIO U PEIUTHO3HYIO Bpaxay,
Iponaraiaupys 3KCTPEMUCTCKYIO MIIE0JI0THIO, anonorersl VB craBar maneko
UIAyIIME LENU Pa3spyLICHHUs TOCYAAapCTBEHHBIX YCTOEB, IEpPEXBaTa YNPABICHUS
OOILECTBEHHBIMU SIBJIEHUSMHU, HAIIPABJICHHBIMU IIPOTUB TAKUX YCTOEB.

HyxHo ormeruts, uro BOmpocsl mMozaenupoBanus VB B coumanbHbIX
CEeTAX MCCJEAOBaHbI YK€ BO MHOTHUX Hay4dHbIX paboTax kak B Poccumu [2-6], Tak
u 3a pyoexxom [7-10].

B 10 xe Bpems, moxenu mporuBoaercTBus B wuccienoBainchk SBHO
HEJI0CTaTOYHO, XOTsSI MOTPEOHOCTh B HUX CTAHOBUTCS Bce Oosiee aKTyalbHOM.
[TockoiibKy OllEHKa, MPOTHO3UPOBAaHUE U HeuTpanuszanusa B B ycioBusx Bce
0oJiee MHTEHCUPUIMPYIOMUXCS UHPOPMAIIMOHHBIX BOWH pa3HOro Maciitada u
HAIpPaBJICHHOCTU YK€ HE OCTaBJIsieT BhIOOpA /Jisi METO/IOB YIPABJICHUS B CTOJb
npotuBopeunBoid  cepe.  Hacrosmias — cratbs  pa3BUBaeT  MOJENHU
npotuBoaercTus VB B conmanbHbIX CETAX, paHEE MPEMIOKEHHBIE aBTOPCKUM
KOJUIeKTUBOM [11].

MarepuaJjibl 1 METOAbI

B craTtee aBTOPCKOTO KOJUIEKTMBA, IOCBSALIEHHOW  MOJEIMPOBAHUIO
MH()OPMAIIMOHHBIX BO3JECUCTBHI M OIYyOJMKOBAHHON B HACTOSILEM BBIITYCKE
CETEBOr0 KypHalla, NMPUBOJAUTCSA 0030p HaydHbIX paboOT B yka3zaHHOU cdepe,
O0OOCHOBBIBA€TCSI  CO3/aHue  MH(GOPMALMOHHO-AaHAIUTUYECKOW  CHUCTEMBI
MOHUTOPUHIAa aHOMAJIBHOI'O NOBEIEHUs B permoHax Poccuiickon Penepauuu,
IIPUBOIATCS HEOOXOANMBbIE OIIPEEIICHU (cucTeMHO-TUHAMUYECKOE
MOJICIIUPOBAHUE, CTPYKTYPHBIE DJIEMEHTHl HMMUTALMOHHOTO MOJIECIUPOBAHUS
YPOBHHU, TEMITBI U JIp.), ONMMCAaHUE CUCTEMHO-TMHaMuueckor moaenu UB.

[TocTtpoenrne CHUCTEMHO-AMHAMUYECKOM  Mojenu  UHGOPMAIMOHHOTO
npotuBoaericteus (UI1/]) cBsizano ¢ monensio B Ha comuanbHble TPYMHIBL
[Ipenmonoxxum Ha NEPBOM OJTale, 4YTO B COLUYME OJHOBPEMEHHO WJIET
pacrpocTpaHeHHe JBYX MNPOTUBOMOJIOKHBIX wuAed MB (momoxutenbHON u
orpuuarensHoii). IloTokoBas  nuarpamMma,  OmMChIBarOIIass  CHCTEMHO-
nuHamuyeckyto mozenb MIIJ[, mnpuBenena wHa Pucynke 1, Oynyuu
MIPEICTABICHHON cucTeMoil tuddepeHmanbHbIX ypaBHeHH (1).
OTtMeTuM, 4TO MPOLECC MMUTALMOHHOTO MOJEIUPOBAHUS, OCYLIECTBICHHBIN C
UCIIOJIb30BAaHUEM COBPEMEHHOM mporpaMMmHoi miatgopmer Anylogic [12],
MO3BOJIAET “TPOUTPBHIBATH” JIFOOOE KOJIMYECTBO IMPOTHBOOOPCTBYIOIIUX HICH.
OCHOBHBIMM NEPEMEHHBIMU, JHHAMHKA KOTOPBIX B COLUYME OIHCHIBAJIACH C
noMoIbsio Mmoaeau U1/, Takke SABISIOTCS KOJIUYECTBO JIUIL;

* noaBepxkeHHbIX MB;

* IPUHSBILINX NIEPBYIO — HEraTUBHYIO uaero MB;

* IPUHSABILINX BTOPYIO — NO3UTHUBHYIO naero MB;

* HAXOJAIIMXCS B JIATEHTHOM CTaJAWU OT NEPBOU — HeraTuBHOM naeu VB;
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* HAXOISIUXCA B JIATEHTHOUW CTaJMH OT BTOPOU — HEraTuBHOM uaeu MB.
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Pucynok 1 — [loTokoBas quarpaMma CUCTEMHO-TMHAMHYECKOM
mozaenu UTTJT
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IIpn sToM cucremHo-nuHamuueckas moxaens WIIJ[, onucaHHas B mogHOM
BHJI€, YYUTBHIBAET XapaKTEPUCTUKU 3a0bIBaHUS WH(OpPMAIUH, CYIIECTBOBaHUS
JATEHTHOTO TMEPHOJa, U3MEHEHHS pa3Mepa COLMAJIBHOW TPYIIIBI, TOIMOJOTHIO
B3aMMOJECUCTBUA B  TpYIIIE, 3amenienuss unen VB Ha  HUACH
MPOTUBOOOPCTBYIONIEH CTOPOHBI U IPYTUE XapaKTEPHbIE OCOOEHHOCTH.

Pe3yabTaThl

C wmogmensto (1), mpencraBinenHod Ha Pucynke 1, mnpoBeneH psin
UMUTALMOHHBIX SKCIIEPUMEHTOB. [IpuMep MMHUTAMOHHOTO 3KCIEPUMEHTA C
cucteMHo-nIuHamudeckor moaensto UII/ npuBenen Ha PucyHnke 2, Ha KOTOpoM
MOKa3aHa JMHAMUKA KOJMYECTBa Jinl, noaBepkeHHbix WB (S); npuHsABmINMX
nepByro — HeratuBHYIO (X) u BTOpyto — no3utuBHyo (Y) uaen MB; a Taxke muig
B JIATEHTHOMU cTajuu ot nepBoit (LX) u Bropoii (LY) uneit 1B.

OdyeBugHA JOBOJBHO  CJIOKHAsl, HO  B3aUMOCBSI3aHHas JAUMHAMHUKa
paccMaTpUBaEMbIX COCTOSIHUN, YU€T 0COOEHHOCTEH KOTOPOMl AT BOZMOXKHOCTb
omepexaroluM o0pa3oM MPEAyCMOTPETh Mepbl MO  MPOTUBOJCHCTBHUIO
HEraTUBHBIM MH(OPMALIMOHHBIM BO3/IEUCTBHSIM B COLUAIBHBIX CETAX, OCOOEHHO
B MIEPHO/IbI MUKOBBIX HArpy30K.

Nmuranmonnas mnatdopma Anylogic naer BO3MOXKHOCTh 0ojiee AETalbHO
CTPYKTYpUPOBATh paccMaTpUBAEMble COCTOSIHUSA C T€M, YTOOBI y4decTh Ooiiee
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ToHKHE d3(PdeKkTsl B  MpoIecce MPOTUBOJACHUCTBHS ~ MAHUMYJIATHBHBIM
MH(POPMAITMOHHBIM BO3JICUCTBUSIM.

Jhruia, moneepxeaasie B (5)
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Pucynok 2 — Jlunamuka KonudecTBa Jull, noasepxeHHsix 1B (S),
IPUHSBIIKX IEPBYIO — HEraTUBHYIO (X) 1 BTOpYto — no3utusHyo (¥) ngeu UB,
a TakyKe JIMI] B JIATCHTHOW cTajauu ot repBoi (LX) u Bropoit (LY) uaeit B

Oo6cyxneHue

1. DddexTuBHOCTD pelieHUs 3aAad YIpaBI€HUS NTPOTHUBOJIEHCTBUEM
JINB MokeT ObITh TIOBBIINIEHA HAa OCHOBE MPUMEHEHUS CHUCTEMHO-
JUHAMUYECKOTO MOJICJIMPOBAaHUS, MIO3BOJISIOLLETO OLICHUBATh,
aHAJIM3UPOBaTh M IPOTHO3UPOBATH HCIOJIB30BAHME COLMAIBHBIX CETEH B
KauecTBE CpeAbl pPAaCHpOCTPaHEHUs MIEH DJKCTPEMU3MA, TEPPOPU3MA,
MOJIOJICKHOW arpeccuu, ayToarpeccud M APYruX KpailHe ONacHbIX s
oOmecTBa siBneHU. Mcnonp3yss 0co0yr0 TEXHUKY TpadruecKoro OnucaHus
CTPYKTYP MOJAEIHUPYEMBIX CHUCTEM — CUCTEMHBIE TMOTOKOBBIE IUArPAMMBI,
METOJi CUCTEMHOW IMHAMHKHU MO3BOJISIET B MPOLECCE YNPABICHUS HATJSIHO
O0TOOpPa3UTh NPUYMHHO-CIE/ICTBEHHBIE CBSA3M, a TaKXKe MNETIH OOpaTHOU
CBS3U, BO3HUKAIOUIUE B CUCTEME UH(OPMAITMOHHBIX BO3JEHCTBUN.

2. BriOpaHHas B KadyecTBe MMUTALMOHHOM cpenbl cucreMa Anylogic
JAaeT BO3MOYKHOCTh JE€TalbHO NPOUIPHIBATH  PA3JIMYHBIE CLEHAPUU
MH(OPMALIMOHHOTO BO3ACUCTBUS M MPOTHUBOJAEUCTBUS C HUCIOJIB30BAHUEM
CUCTEMHO-/IMHAMHYECKOW MOJEIN U BHU3YaJbHO MPEACTABIATh PE3YJIHTATHI
MozenupoBanus. [Ipm 3ToM pe3ynbTaTbl MMHUTALMM JAlOT BO3MOXKHOCTH
3a01aroBpeMEHHO 0OOCHOBBIBATH YIIPABICHUECKUE PEUICHUS MO MOATOTOBKE
U peanu3alydyd MEpONPHSTHI, HAaNpaBJICHHBIX HA CHWKEHUE WJIHU
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HEWTpanu3auuioo JAecTpykKTuBHbIX MB Ha o0miectBo B 1EIOM M €ro
COLMAIBHBIE TPYIIIBI B CONUAIBHBIX CETAX, BKIIFOYAs MOJIOJICKbD.

3. CucTteMHO-TMHaMH4YecKast MO/IEJIb UH(GOPMAITMOHHOTO
MPOTUBOACUCTBUSA, JIOTUUECKN MNpojiokas monenu MB, moxeT y4uTeiBaTh
XapaKTEePUCTHKU 3a0bIBaHUS WHOOPMAIMH, CYIICCTBOBAHUE JIATCHTHOTO
MEPHO/Ia, U3BMEHECHUS Pa3MEPOB COLMAIIBHBIX TPYIIL, 3aMenieHus uaen 1B Ha
pAl  TPOTHUBOMOJIOKHBIX UAEH. OCHOBHBIMU II€PEMEHHBIMHM, JTUHAMUKY
KOTOPBIX MOYKHO H3y4aThb C IIOMOIIBIO CHUCTEMHO-IWHAMUYECKONH MOJEIH
MPOTUBOJICHCTBUSL  SBJIAIOTCS: KOJWYECTBO JIMIl, TOABEp:keHHbIX KB;
KOJIMYECTBO JIMI] B JAaTCHTHOM CTaJUH OT HETATHMBHBIX M ITO3UTHUBHBIX HACH
NB; xo1mM4ecTBO JUll, MPUHSIBIIUX HETATUBHBIC U TTO3UTUBHBIC Uaeu VB.

3aka0ueHune

Ntak, 3¢heKTUBHBIX MOJEIBHBIX pa3padOTOK MPOIECCOB AECTPYKTUBHBIX
HH(QOPMAIIMOHHBIX  BO3JICUCTBUHA W  MPOLIECCOB  IMPOTUBOJCHCTBHUS UM,
MO3BOJISIIOIIUX JI€NIaTh JOCTATOYHO TOYHBIE OLIEHKU M MPOTHO3bI B 3aBUCUMOCTH
OT 3HAYCHUN W JUHAMUKHU PA3JIMYHBIX BHEIIHUX U BHYTPEHHUX (DaKTOPOB Ha
CETOJHSIIHUN JeHb SBHO HejocTaTouHo. [IpoBelneHHBIE HCCIEIOBaHUS
MO3BOJISIIOT CJ€JaTh BBIBOJ O TOM, YTO JUIsl PEIICHHS 3aJauyd MOACIUPOBAHUS
npoieccoB  MH(OOPMALIMOHHBIX BO3JCUCTBUM Ha COLHUAIbHBIC TPYNIbBI U
MPOIECCOB UHPOPMAIMOHHOTO MPOTUBOOOPCTBA, XOPOIIO MPUMEHUMBI METO/IbI
CHUCTEMHO-IMHAMUYECKOTO MOJICIUPOBAHMSL.

Pa3zpabortannas B CTaThe CUCTEMHO-IMHAMUYECKas MOJIEJIb
UH(OPMAITMOHHOTO TPOTUBOJEHCTBUS JECTPYKTUBHOMY HWHMOPMAITMOHHOMY
BIIASIHUIO, BOCIPOU3BOASIIIAS KOHKYPEHTHOE B3aUMOJICCTBUE

IOPOTHBOIIOJIOKHBIX HUAEH B COLMYME, SIBJIIETCS HOBOM, IO3BOJISISL pELIATh
ONpENEIECHHBIA CIEKTP 3aJad YNpPaBJICHUs, ONTUMHU3ALMHU, TPOTHO3UPOBAHUS U
aHaJIM3a YyBCTBUTEIBHOCTU [TAPAMETPOB MOJEIIH.

JlanbHEeNIUM pa3BUTUEM JIaHHOTO HAYYHOTO HalpaBJieHUs SBIISETCS
YTOYHEHUE U AeTalu3aius (GaKTOPHOr0 KOMIUIEKCA, MPUYHMHHO-CIIEICTBEHHBIX
CBA3EH U ONMUCHIBAEMBIX YPOBHEH B CUCTEMHO-IMHAMUYECKUX MOJEIIAX, & TAKKE
MPOBEICHUE JIOMOJHUTEIBHOM CEpUM HWMUTALUOHHBIX HKCIIEPUMEHTOB C
pazIMYHBIMM KOMOMHAIMsAMU (aKTOpOB. A HMMEHHO, IUIaHUpyeTcs Ooree
yIiyOJIEGHHOE  HCCIEOBAaHUE  BIMSHHUS — TOMOJIOTMUECKMX  XapaKTEPUCTUK
COLIMAJIBHBIX CETEH C LEJbI0 BEIPA0OTKH Oosiee 3(PPEKTUBHBIX MEP CO CTOPOHBI
PErHMOHAJIBHBIX BJIACTEHN B CIy4ae MaHUMYJSATUBHOIO, 1ECTPYKTUBHOIO BIIMSHHUS
Ha COLIMAJIbHBIE TPYIIIBI.

IlepcnekTBOM pa3BUTUSA aHAIN3A TOIOJIOTHYECKUX Pa3IUYUN SBISETCS
BBISIBJICHHE JIOTIOJHUTEIbHBIX “TIyOMHHBIX” (DAaKTOPOB, XapaKTEPHU3YIOIIHUX
pasHble MOCEJICHUS/TOPOIa/pETHOHBI, BIIUSTFOLLIAX Ha TUHAMUKY
pacnpoctpanenus UB.
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V. A. Minaev, M. P. Sychev, L.S. Kulikov, E.V. Vaitz
MODELING OF COUNTERACTION
TO DESTRUCTIVE INFLUENCE
IN SOCIAL NETWORKS
Bauman Moscow State Technical University
(Moscow, Russia)

In the last decade, the activity of both foreign centers and various groups of influences
within the country on the organization of destructive impacts on Russian society and its social
groups, especially youth, in order to destabilize the domestic political, socio-economic and
criminal situation has significantly increased in social networks. That is why in the Doctrine
of information security of the Russian Federation information and psychological effects (IPE)
are called important negative factors affecting the state of information security (IS). In this
regard, the creation of models to counter destructive information impacts (DII) of
manipulative nature in social networks, assessment and forecasting of their impact on social
groups are at the present stage actual management tasks. The system-dynamic model of
information counteraction of DII in social networks is considered. Its application for the
purposes of counteraction to information terrorism, extremism and other destructive
influences on modern society by means of information networks is proved. The description of
the model in the form of flowcharts in the designations of system dynamics is given. Systems
of differential equations are shown. Simulation experiments with models using the promising
Anylogic platform were carried out. The model make it possible to forecast DII taking into
account the factor of counteraction in social networks, to play different scenarios of the
dynamics of these interrelated processes.

Keywords: simulation modeling, destructive information impact, counteraction,
management, social network.
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